
Tytuł szkolenia: RESILIA Practitioner
Kod szkolenia: H0DV2S

Wprowadzenie
This course helps individuals apply what they learned in the RESILIA Foundation in practical situations. It provides an architectural

framework that helps the student identify contextual dependencies for the application of cyber resilience controls and integration of

cyber resilience and ITSM practices and processes. The purpose of the foundation qualification is to apply information and

knowledge of cyber resilience controls and the integration of cyber resilience and ITSM in a practical manner.

Adresaci szkolenia
The qualification is aimed at professionals within the following areas: 

IT and security functions 
Risk and compliance functions 
Business continuity function 
Operations and marketing 
Corporate security officer/manager 
IT security officer/manager 

What you get 
Expert instructor lead training 
Student courseware kit 
3-month unlimited individual license or the RESILIA Practitioner Video Self-Paced (VISPEL) course for lecture review and
exam preparation
Official sample exams to help prepare for the certification exam 

The benefits of RESILIA Certification  

Helps minimize any damage from a security breach and supports fast recovery 
Helps build cyber resilience into your existing processes
Helps establish a common language for cyber resilience across your organization 
Builds the confidence and insight to design and deliver cyber resilient strategies and services across your organization as
well as with your customers and suppliers

Prerequisites 
RESILIA Foundation certification recommended 
Information security essentials (HL945S) or equivalent 
Basic understanding of service management 
ITIL foundation course

Cel szkolenia

Czas i forma szkolenia
14 godzin (2 dni x 7 godzin), w tym wykłady i warsztaty praktyczne.
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Plan szkolenia
Module 1: Course introduction 
Module 2: Think different 
 • A different perspective 

 • A different way of doing 

 • Summary 

 • Quiz 

Module 3: Risk management 
 • Risk terminology 

 • Risk management in action 

 • Risk treatment 

 • Summary 

 • Quiz 

Module 4: CSI approach to becoming cyber resilient  

 • Applying the CSI approach 

 • 7-steps to cyber resilience improvement 

 • Manage control objectives 

 • Summary 

 • Quiz 

Module 5: Service strategy  

 • Strategy control objectives 

 • Strategy processes and cyber resilience 

 • Segregation of duties 

 • 7-steps of improvement 

 • Summary 

 • Quiz 

Module 6: Service design  

 • Service design control objectives 

 • Control objectives 

 • Design processes and cyber resilience 

 • Summary 

 • Quiz 

Module 7: Transition 
 • Transition control objectives 

 • Transition and cyber resilience 

 • Summary 

 • Quiz 

Module 8: Operation 

 • Operation control objectives 

 • Operation processes, functions and cyber resilience 

 • Summary 

 • Quiz 

Module 9: RESILIA Practitioner 

 • Summary 

 • Exam preparation
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